This paper aims to analyse the relation between timely and effective communication and risk mitigation of late recovery after an unexpected information system outage in enterprises. An unforeseen information system failure in modern enterprise units, may result to significant operational and financial damage. In such a critical incident, effective communication between the team leaders and the recovery team involved, can minimize or even eliminate this negative impact. An extended information system outage can be perceived as a time deviation from the Maximum Accepted Outage (ΜΑΟ) timeframe, proposed by the business continuity management, according to the value of which dependent business functions may be interrupted without any serious effects to the company. The paper examines the relation between 3 basic factors and the efficient communication between team members. The factors are: timely information distribution, staff availability and network availability. Through the current paper, the author proposes a risk analysis model, based on the Composite Risk Index theory of Risk Management, which can significantly diminish the possibility of an extended information system outage, as well as calculate the extended time required to recover a system when the aforementioned factors emerge in their worst form. The precise calculation of recovery time can be achieved via the execution of business continuity tests which include scenarios, according to which an unexpected system outage coexists with delayed information distribution as well as low staff and network availability.
INTRODUCTION
In recent years, there has been no shortage of crises and disasters (Adkins et al., 2009) . Such events include natural hazards, technological accidents, violent intergroup conflicts, shortages of vital resources and other major hazards to life, health, property, well-being and everyday routines (Lindell, 2011) . These events can directly impact an 94 organization, resulting in immediate losses (primary effects) or impact the organization indirectly, such as when a crisis event affects a supply chain partner (secondary effects) (Holmes & Engemann, 2012) . Jackson (Jackson, 2006) states that when disasters, crises, or even minor hazards occur in a small or large workplace, it creates serious problems for employers, including massive losses in profits, time, and other resources. Among 10 different major types of crisis, Mitroff and Anagnos (Mitroff & Anagnos, 2001) highlight the importance and the presence of the informational types (loss of proprietary information). As businesses increasingly rely on data, information and technology, new threats are constantly emerging that affect all corporations (Castillo, 2004) .
Considering the aforementioned statements it can be inferred that one of the most important, and nowadays obligatory, tasks in modern enterprises, is to adopt standard policies that can ensure uninterrupted business operation and service provision to customers, when faced with crises. Such policies are supported by efficient and effective Business Continuity Plans.
A Business Continuity Plan (BCP), is part of an integrated Business Continuity Management, which is by many experts considered to be one of the key areas of ICT Competencies (Antlova et al, 2011) . Originally, BCP was a concept that fell on the shoulders of IT departments and was limited to backing up, protecting, and providing redundancy of data (Gill, 2006) , but more recently, risk management is more inclusive of human as well as technical concerns and affects all aspects of an organization (Adkins et al., 2009) . A thorough risk analysis supports managers in understanding the negative impacts of adverse events (in terms of costs or underperformance) and likelihood of negative consequences. Risk analysis can also provide input for making decisions where the options involve different types and levels of risk assumption, mitigation, reduction, and avoidance. A Business Continuity Plan is a risk analysis method as it is utilized to analyse the probability of the disruption and the potential consequences (Borghesi & Gaudenzi, 2013) .
However, effective communication is also another critical issue which is connected to the formulation of a business continuity strategy. If organizations lack effective and strategic communication because they don't know how to conduct BCP, then they can't prepare for future disasters (Jackson, 2006) .
The current work includes the formulation of a model which relates timely and effective communication to risk mitigation of late recovery after an unexpected information system failover in enterprises. The model considers 3 factors which clearly indicate the influence of efficient communication on the risk mitigation of a highly prolonged information system outage. These factors are: Timely Information Distribution, Staff Availability and Network Availability. Apart from the analysis of these factors in relation to communication, the method includes the calculation of the risk magnitude of an extended information system failover, as well as the time deviation from the expected and proposed by the Business Standard Institute (Business Standard Institute, 2012) recovery timeframe, known as Maximum Accepted Outage (MAO), which is the maximum tolerable downtime for a system so that a significant financial damage will be avoided.
Description of the Model
The present model aims to underline the importance of efficient communication to the prevention of a costly and unpredictably extended information system failover. The currently described model is divided into 2 basic parts. The first part includes an analysis of how communication relates to 3 core factors regarding the timely restoration of an interrupted information system or business process, as well as their impact on the recovery procedure according to the level of severity they emerge in. The second part of the method is the formulation of a risk analysis approach to the mitigation of an information system failover which will exceed the predicted downtime, as well as the approximate calculation of the specific time deviation. This calculation is aimed to assist IT business continuity managers in estimating realistic Maximum Accepted Outage for a given system, process or business function. A schematic representation of the proposed model is depicted in Fig. 1 . These two concrete steps include the importance of network infrastructure, staff availability and communication when preparing a detailed information system recovery strategy. Time, which is not clearly stated in the above steps, is nonetheless implied. Moreover, Herbane et al. (Herbane et al., 2004 ) characterize speed as a critical determinant of recovery advantage.
After taking into account the experts' research, the author decided to further investigate the importance of these factors on the recovery procedure. This investigation entails the relation between each factor and effective communication, as well as their effect on the recovery of an interrupted information system.
Factor 1: Timely Information Distribution in Case of a Crisis Event
The effectiveness of communication in case of an unexpected information system failover, is highly dependent on the timely and organized distribution of the necessary instructions to the recovery team. The faster the business continuity manager is informed about the event, the faster will he characterize the event as a crisis situation and, as a consequence, the faster will he ask for the activation of the BCP.
This immediate and timely communication between the team leaders and the low level employees, who are assigned with the recovery of the system, will result to the successful implementation of the company's disaster recovery strategy by restoring critical business functions within the defined MAO timeframe. On the contrary, a slow transmission of information would possibly result to a non-compliance to the MAO timeframe which is set by the project team, and can be a threat to the company's operation and financial status.
Consequently, during the planning of IT system recovery, some of the recovery scenarios should include a delay of the information transmission to the response team, and consider a time deviation from the MAO value. If the recovery time exceeds the MAO value, then a reengineering of the business continuity strategy should be considered.
The influence levels of information distribution in an emergency incident, are considered to be Very High, High, Middle or Low, and are marked with 4, 3, 2 or 1 respectively. In the first case a significant time deviation from the MAO must be considered during the planning of recovery exercises, while in the last case a very short or even no time deviation should be considered. Factor 2: Staff Availability During a sudden and unexpected crisis situation, the possibility of unavailable members who belong to the recovery team of a specific business function or information system cannot be ignored when planning the exercises of crisis response. Staff availability is one of the most important factors that correlates with the length of recovery time (Piedad & Hawkins, 2001) . Team members might not be able to communicate with other colleagues of the recovery team, due to weak or no mobile signal, limited or no access to emails and more.
In such cases, lack of communication restricts the number of available human resources and may result to late information system recovery, even well beyond the MAO timeframe. A classification of assessment values for the specific factor is also determined regarding 4 levels of influence. Low staff availability is now marked with 4 since it will highly influence the recovery process. Low staff availability is determined under the assumption that the percentage of available staff is estimated up to 25% (i.e. 1 out of 4 employers are available). Middle, High and Very High staff availability are mapped to 50%, 75% and 100% with the respective assessment values 3, 2 and 1. Factor 3: Network Availability The present working environment, especially in big enterprises, is characterized by complicated information systems. The majority of business functions operate via multiple platforms and applications which are mutually connected in order to exchange data. Moreover, many platforms are based on web technologies which utilize the advantage of remote data access. Thus, the circumstance of an unplanned network unavailability, either within the company's own systems or the lack of internet connection, is considered to be a serious operational threat. In case that an information outage occurs simultaneously with a network failure and the disaster recovery team strives to bring back to life a specific business function from a hot site, network unavailability can significantly delay the communication among recovery team members and therefore, in its turn, delay the entire recovery process.
Consequently, a recovery plan should consider time deviation from the estimated MAO value, which will stem from the scenario of a simultaneous network unavailability along with an unexpected outage in an enterprise. Communication in such conditions will be significantly limited. Many system operators prioritize severe incidents for troubleshooting based on their impact to end -users and applications (Philippa et al., 2011) . The classification of Impact/Severity level of the incident of network failure with regard to its effect on communication and end -users and applications is depicted in Table 3 . 
Part 2-risk mitigation of extended information system failover The Concept of Communication & Recovery Index (CRI)
The current work includes the introduction and presentation of a new contribution to the IT Business Continuity Management research area, entitled as Communication and Recovery Index (CRI). The estimation of the specific index is based on the Composite Risk Index, which stems from the most widely accepted formula for risk quantification (Ciobanu & Mazilu, 2011) , which is the following:
(1) Similarly, the Composite Risk Index is calculated according to the following formula:
(2)
According to the Composite Risk Index theory, the Impact is marked on a scale from 1 to 5, where 1 is the minimum impact value and 5 is the maximum impact value. Moreover, the probability of occurrence is marked on a similar, 1-5 scale. As a result, it can be easily realized that the minimum value of the Composite Risk Index is 1 and the maximum value is 25. 
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According to Equation (3) the minimum and the maximum CRI values regarding each factor are: CRIMIN = 1 and CRIMAX = 16 (Table 4) .
However, according to the model, the Total CRI value is calculated as the sum of all the Modifiers as they emerge in a specific incident. Consequently, the total CRI value should be provided by the following equation:
where, MI = Modifier Impact and P = Possibility of Occurrence
The Modifier Impact is the same as the Assessment Value of each factor. The Probability of Occurrence, according to a scenario for which all three Modifiers exist in a normal form, should obtain inversely proportional values to the Impact of the Modifier. This means that if MI = 1 then P = 4, which can be justified due to the fact i.e. staff availability is usually 100%, so it is most likely to be in this form in the occasion of an unexpected failover of an information system. The same is true for all factors. According to the new model, there are 2 basic scenarios with regard to the level of each factor as it may emerge. The Best Case Scenario considers the highest possibility, referring to possibility level 4, of emergence of each modifier in its simplest form (MI = 1) for all 3 factors. In this case, the Minimum Total CRI value is 12. On the other hand, according to the Worst Case Scenario, all modifiers should emerge during an unexpected outage in their most severe form. In this circumstance, the Maximum Total CRI value is 48. The following section delineates the derivation of the complete CRI equation, which will be utilized to estimate both Recovery Time Deviation (RTD) caused by the modifiers and the Total Recovery Time Effort (TRTE).
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Derivation of Time Deviation from the MAO Value and Estimation of the Total Recovery Time of the Interrupted System
As was already mentioned, the primary goal of the CRI value, is the estimation of the Recovery Time Deviation of an information system from the initially defined MAO timeframe. The MAO value is included in the Business Continuity Plan, and indicates the maximum period of time that an information system can be interrupted without causing significant financial damage to the enterprise. In order to calculate a Recovery Time Deviation from the MAO value, the following formula is utilized:
where, RTD = Recovery Time Deviation, and MAO = Maximum Accepted Outage and CRI = Communication & Recovery Index. The previous equation can be rewritten in the following way:
The Total Time which will be thus demanded to recover the system will be calculated by the following formula:
PRACTICAL EXAMPLE Crisis Scenario: An unexpected failover to an enterprise information system which supports online transactions with suppliers occurs. Through the system, critical operations are supported, and the Maximum Acceptable Outage (MAO) determined by the Business Continuity Team is, MAO = 24 Hours. According to the executed recovery scenario, apart from the system outage, some critical situations may also occur, so that the above stated MAO value may be exceeded. The Impact values of the Modifiers (MI) and their corresponding Probability of occurrence (P), according to the scenario are shown in Table 5 : According to our Model, the requested task is the calculation of the extent to which the MAO value will be exceeded.
The first step is the calculation of the CRI value (Eq. 6). In the implemented practical example, the estimated MAO timeframe is 24 hours, while the time deviation due to ineffective communication based on the new model was 3,84 hours. Considering the fact that the recovery of a business function can be achieved without any negative effects within 24hours, the estimated Time Deviation is justified due to the emergence of the Modifiers in severe forms and inefficient communication. Through the definition of scenarios that include severe and unexpected incidents that may follow an unexpected outage, efficient recovery policy and consequently, approximate but reasonable and subjective recovery timeframes can be defined in enterprises. In the occasion that the Total Recovery Time may significantly exceed the above stated MAO values, a communication and I.S. recovery
=
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reengineering should be considered, through simulation exercises based on the rules of Business Continuity Management.
CONCLUSIONS
The currently proposed model is aimed to the amelioration of the present enterprise recovery strategies concerning unexpectedly interrupted information systems. This is achieved through firstly, the analysis of the relation between communication and 3 core factors (Modifiers) that significantly influence the recovery procedure, and secondly, the risk mitigation concerning exceeding the maximum accepted downtime, which can be caused by poor communication and the severe impact of the 3 Modifiers. The aforementioned factors are, timely information distribution, staff availability and network availability. The utilized risk mitigation method towards the estimation of the deviation from the Maximum Accepted Outage (MAO) of an information system, is the Composite Risk Index. The index indicates the approximate time deviation from the expected MAO value, and can be used to define more realistic recovery timeframes based on the possibility of severe incidents that may follow an unexpected outage. The current model, is a tool that can be easily adjusted in modern enterprises and assist IT as well as business continuity managers in formulating objective recovery policies based on effective communication and also predict reasonable recovery timeframes when no past data regarding the system's recovery time within a real outage is available. Future work includes the practical implementation of the current model. An initial implementation of scenarios that will include the occurrence of the 3 Modifiers in severe forms along with unexpected outages regarding specific systems and business functions of the Technical University of Liberec, is a crucial part of the present research. These scenarios are aimed to strengthen and enhance the model's validity. The successful practical implementation will be proved by comparing the derived by the model recovery time values, with the current MAO values which are determined by the IT personnel of the University. Moreover, the successful implementation of the model can highlight its competitiveness and make it a useful decision-making tool for business continuity managers in modern enterprises.
